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PARTICIPANT WEBSITE ENHANCEMENTS

Two-step verification is coming this November!

Starting November 20, 2020 we will offer two-step
verification for your online participant account.
The following outlines all that you need to know about this
online security enhancement.
If you have any questions or concerns, please contact us at
610-341-0900 or send us an email to
PWC@BEONretirement.com.
What is two-step verification?
Two-step verification is a second login step that helps to
verify your identity when you access your participant
account online. It requires you to enter a one-time security
code that has been sent to your email or mobile phone.
Two-step verification provides an extra layer of security to
help protect your account against unauthorized access.
See the instructions on the following pages for more details.
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Before you get started
If you haven’t logged in for a while, your account credentials
may have expired. If you have trouble logging in, or need
help resetting your Login ID or password, please contact us
here at BEON Retirement via your corporate email
address at PWC@BEONretirement.com for a password
reset. If you don’t have a corporate email address then see
your HR Department
Once you log in, you may be asked to complete an Account
Setup process to fill out any missing information. This is a
one-time process, and it should only take a minute or two.
Disconnect account aggregators
If you use an account aggregation service such as Mint or
EveryDollar, two-step verification will block the aggregator’s
attempts to get updates to your retirement account, and you
may receive a security code with each attempt. Please
remove your retirement account from any aggregators as
their access will not work after November 19th.

Set up two-step verification
The first time you log in after two-step verification becomes
available, you will be prompted to set up the new feature.
You can choose to receive security codes via email or text
message. You can also skip two-step verification when
you’re using a trusted device, such as your phone or
personal computer.
After you set your preferences, we will send you a security
code to confirm.
If you choose to skip setup of two-step verification, you will
be asked each time you log in to secure your account with
this feature.
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Log in with two-step verification
After two-step verification is set up, it will become part of the
login process. First, log in as usual with your Login ID and
password.
Next, you will be asked to enter a security code that has
been sent to your email or phone. The code can be used
only once and will expire after a few minutes.
Note: Text messages from our system will show the short
code 91821 as the sender.

Trust a device
You can tell us to trust a device so you don’t have to enter a
security code when you log in using that device.
To use this feature, choose the option Only on untrusted
devices when you set up two-step verification. Then select
Trust this device when you log in using a device that
should be trusted, such as a personal phone or computer.
A device’s trusted status will expire if you don’t log in using
that device for 90 days.
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Change your two-step verification preferences
After two-step verification is set up, you can change your
preferences via your profile on the account website.
Go to My Profile and select Two-Step Verification from
the profile menu. Choose your preferred delivery method
and frequency, and enter your current password. Then click
Continue. We will send you a security code to confirm.

Along with your bank accounts and credit card accounts, your retirement account is an integral
part of your finances and needs to be reviewed on a regular basis and secured against potential
unauthorized access and fraud.
BEON Retirement highly recommends you take advantage of all security options to prevent
unauthorized access and fraud.
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